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VRF UNDERLAY
redistribute connected

AS-100
VRF SHARED-SERVICE

redistribute connected

AS-101
VRF ROZZANO

redistribute connected

AS-102
VRF MIGRAZIONE

redistribute connected

AS-103
VRF MGMT

redistribute connected

AS-104
VRF INTERNET

redistribute connected

AS-105
VRF CLIENTI

redistribute connected

AS-65000
VRF DNAC-ENTERPRISE
redistribute connected

AS-106
VRF DIPENDENTI

redistribute connected

AS-107
VRF CAPTIVE_GUEST

redistribute connected

VL2000

address-family ipv4
address-family vpnv4



vrf definition AP_VN
rd 1:4099
!
address-family ipv4
route-target export 1:4099
route-target import 1:4099
exit-address-family
!
interface Loopback0
p address 10.3.3.2 255.255.255.255
p pim sparse-mode
ip router isis 
 clns mtu 1400
!
interface Loopback462
description Loopback Border
vrf forwarding AP_VN
ip address 192.168.112.1 255.255.255.255
dhcp-border-relay
!
router l isp
 locator-table default
 service ipv4
 encapsulation vxlan
 sgt
 map-server
 map-resolver
 exit-service-ipv4
!
 service ethernet
 map-server
 map-resolver
 exit-service-ethernet
!
 instance-id 4099
 service ipv4
 eid-table vrf AP_VN
 route-export site-registrations
 distance site-registrations 250
 map-cache site-registration
 exit-service-ipv4
!
 exit-instance-id
!
 site site_uci
 description map-server configured from Cisco DNA-Center
 authentication-key 7 xxxxxxxxx
 eid-record instance-id 4099 0.0.0.0/0 accept-more-specifics
 eid-record instance-id 4099 192.168.112.0/25 accept- more-specifics
 eid-record instance-id 8192 any-mac
 exit-site
 !
 ipv4 source-locator Loopback0
 exit-router-lisp
!
ruter bgp 65111
bgp router-id interface Loopback0
bgp log-neighbor-changes
bgp graceful-restart
neighbor 10.3.3.0 remote-as 65111
neighbor 10.3.3.0 update-source Loopback0
neighbor 10.3.3.1 remote-as 65111
neighbor 10.3.3.1 update-source Loopback0
!
address-family ipv4
redistribute lisp metric 10
neighbor 10.3.3.0 activate
neighbor 10.3.3.0 send-community both
neighbor 10.3.3.0 weight 45000
neighbor 10.3.3.0 route-map tag_local_eids out
neighbor 10.3.3.1 activate
neighbor 10.3.3.1 send-community both
neighbor 10.3.3.1 weight 45000
neighbor 10.3.3.1 route-map tag_local_eids out
exit-address-family
!
address-family vpnv4
bgp aggregate-timer 0
neighbor 10.3.3.0 activate
neighbor 10.3.3.0 send-community both
neighbor 10.3.3.0 weight 45000
neighbor 10.3.3.0 route-reflector-client
neighbor 10.3.3.0 route-map tag_local_eids out
neighbor 10.3.3.1 activate
neighbor 10.3.3.1 send-community both
neighbor 10.3.3.1 weight 45000
neighbor 10.3.3.1 route-reflector-client
neighbor 10.3.3.1 route-map tag_local_eids out
exit-address-family
 !
 address-family ipv4 vrf AP_VN
 bgp aggregate-timer 0
 network 192.168.112.1 mask 255.255.255.255
 aggregate-address 192.168.112.0 255.255.255.128 summary-only
 redistribute lisp metric 10
 exit-address-family
 

vrf definition AP_VN
rd 1:4099
!
address-family ipv4
route-target export 1:4099
route-target import 1:4099
exit-address-family
!
interface Loopback0
ip address 10.3.3.0 255.255.255.255
ip pim sparse-mode
ip router isis 
clns mtu 1400
!
interface Loopback462
description Loopback Border
vrf forwarding AP_VN
ip address 192.168.112.1 255.255.255.255
!
interface Loopback60000
ip address 10.4.4.31 255.255.255.255
ip pim sparse-mode
ip router isis 
!
interface Vlan2010
description vrf interface to External router
vrf forwarding AP_VN
ip address 10.211.3.9 255.255.255.252
no ip redirects
ip route-cache same-interface
!
router bgp 65111
bgp router-id interface Loopback0
gp log-neighbor-changes
bgp nopeerup-delay nsf-switchover 1
bgp graceful-restart
neighbor 10.211.3.2 remote-as 65000
neighbor 10.211.3.2 update-source Vlan2000
neighbor 10.3.3.2 remote-as 65111
neighbor 10.3.3.2 update-source Loopback0
neighbor 10.3.3.3 remote-as 65111
neighbor 10.3.3.3 update-source Loopback0
!
address-family ipv4
bgp redistribute-internal
redistribute connected
redistribute isis level-1-2
neighbor 10.211.3.2 activate
neighbor 10.211.3.2 weight 65535
neighbor 10.211.3.2 advertisement-interval 0
neighbor 10.3.3.2 activate
neighbor 10.3.3.3 activate
exit-address-family
!
address-family vpnv4
neighbor 10.3.3.2 activate
neighbor 10.3.3.2 send-community both
 neighbor 10.3.3.2 route-map tag_local_eids out
 neighbor 10.3.3.3 activate
 neighbor 10.3.3.3 send-community both
 neighbor 10.3.3.3 route-map tag_local_eids out
 exit-address-family
 !
 address-family ipv4 vrf AP_VN
 network 10.211.3.8 mask 255.255.255.252
 neighbor 10.211.3.10 remote-as 65000
 neighbor 10.211.3.10 update-source Vlan2010
 neighbor 10.211.3.10 activate
 neighbor 10.211.3.10 weight 65535
 exit-address-family
 !
router l isp
  locator-table default
  locator-set rloc_b7dce886-3206-4e15-9250-30324c85216c
 IPv4-interface Loopback0 priority 10 weight 10
  auto-discover-rlocs
 exit-locator-set
!
locator default-set rloc_b7dce886-3206-4e15-9250-30324c85216c
service ipv4
encapsulation vxlan
itr map-resolver 10.3.3.2
itr map-resolver 10.3.3.3
etr map-server 10.3.3.2 key 7 1442160F55527E
etr map-server 10.3.3.2 proxy-reply
etr map-server 10.3.3.3 key 7 040E0F02567718
etr map-server 10.3.3.3 proxy-reply
etr
sgt
proxy-itr 10.3.3.0
exit-service-ipv4
!
service ethernet
map-cache-limit 32768
itr map-resolver 10.3.3.2
itr map-resolver 10.3.3.3
itr
etr map-server 10.3.3.2 key 7 040E0F02567718
etr map-server 10.3.3.2 proxy-reply
etr map-server 10.3.3.3 key 7 124C01134B5D58
etr map-server 10.3.3.3 proxy-reply
etr
 exit-service-ethernet
 !
instance-id 4099
remote-rloc-probe on-route-change
service ipv4
eid-table vrf AP_VN
map-cache 0.0.0.0/0 map-request
route-import map-cache bgp 65111 route-map permit-all-eids
route-import database bgp 65111 route-map deny-all-eids locator-set rloc_b7dce886-3206-4e15-9250-30324c85216c
exit-service-ipv4
!
exit-instance-id
!
ipv4 locator reachability exclude-default
ipv4 source-locator Loopback0
exit-router-lisp

swa-03

RLOC 10.2.2.103

EN

VL462 VRF AP_VN 
instance id  4099

it02-cs0-cp-p-p-01
Lo0 10.3.3.2

Control Plane Node: attraverso un database 
mappa l’identificativo di un endpoint ID 
associato ad una posizione (loopback address 
node); significa che il CP riceve un messaggio 
di registrazione ID dall’edge node come dal 
border node e risolve il path di comunicazione 
end-to-end tra sorgente e destinazione di un 
flusso.

SVI 462
Anycast Gateway

BN

interface Loopback462
  description Loopback Border
  vrf forwarding AP_VN
  ip address 192.168.112.1 255.255.255.255

ip dhcp relay information option
ip dhcp snooping vlan 462
ip dhcp snooping
!
interface Vlan462
 description Configured from Cisco DNA-Center
 mac-address 0000.0c9f.f26c
 vrf forwarding AP_VN
 ip address 192.168.112.1 255.255.255.128
 ip helper-address 172.25.115.5
 ip helper-address 172.25.105.33
 no ip redirects
 ip route-cache same-interface
 no lisp mobility liveness test
lisp mobility MGMT-IPV4

interface LISP0.4099

EndPoint (User)

LISP

Border Node: sono i devices delegati ad avere connettività layer 3 
verso il mondo esterno alla Fabric SDA. Questi border node si 
dividono in differenti classi:

Internal Border: è il nodo che ruota traffico verso destinazioni 
considerate interne al campus di FM (ad esempio il datacenter); in 
pratica nella sua tabella di routing esistono solo routes interne 
registrate con il CP (control Plane);

External Border: è il nodo che ruota traffico verso destinazioni 
considerate esterne al campus FM (ad esempio Internet) e 
rappresenta anche il last resort gateway. Questo nodo non registra 
nessuna routes con il CP, ma invece ha un ruolo di LISP Proxy Egress 
Tunnel Router (PETR).

Edge Node: è il nodo di accesso e rappresenta anche il first-hop per un 
endpoint collegato al sistema Fabric SDA; è sua responsabilità le funzioni di 
autenticazione ed autorizzazione di un endpoint come pure la sua 
registrazione ID con il control plane node. SDA utilizza un indirizzo anycast 
layer 3 gateway (IP address + MAC address) e questo permette a ciascun 
endpoint di essere connesso alla Fabric senza distinzione a quale edge 
node sia collegato, permettendo mobility e optimal-forwarding;

PxTR

CP

Fusion Router: hanno il ruolo di gestire VRF Leaking tra 
applicazioni di servizi shared datacenter generalemente 
esistenti in una GRT (Global Routing Table) e Virtual Network 
(VN/VRF) della Fabric SDA. Hanno inoltre il compito di 
collegare a livello 3 (IP routing) gli external domain rispetto 
alla Fabric. Non fanno parte della Fabric SDA.

EID 192.168.112.22
MAC: aaaa.bbbb.cccc.dddd

vrf definition AP_VN
address-family ipv4
exit-address-family
!
router l isp
 locator-table default
 locator-set rloc_1abb0920-5c0b-4d7f-9483-ff801435c881
 IPv4-interface Loopback0 priority 10 weight 10
 exit-locator-set
!
 locator default-set rloc_1abb0920-5c0b-4d7f-9483-ff801435c881
 service ipv4
 encapsulation vxlan
 itr map-resolver 10.3.3.2
 itr map-resolver 10.3.3.3
 etr map-server 10.3.3.2 key 7 075A2548175F4D
 etr map-server 10.3.3.2 proxy-reply
 etr map-server 10.3.3.3 key 7 115C1D014E445F
 etr map-server 10.3.3.3 proxy-reply
 etr
 sgt
 no map-cache away-eids send-map-request
 proxy-itr 10.2.2.103
 exit-service-ipv4
!
 service ethernet
 itr map-resolver 10.3.3.2
 itr map-resolver 10.3.3.3
 itr
 etr map-server 10.3.3.2 key 7 124C01134B5D58
 etr map-server 10.3.3.2 proxy-reply
 etr map-server 10.3.3.3 key 7 040E0F02567718
 etr map-server 10.3.3.3 proxy-reply
 etr
 exit-service-ethernet
!
 instance-id 4099
 remote-rloc-probe on-route-change
 dynamic-eid MGMT--IPV4
 database-mapping 192.168.112.0/25 locator-set rloc_1abb0920-5c0b-4d7f-9483-ff801435c881
 exit-dynamic-eid
!
 service ipv4
 eid-table vrf AP_VN
 map-cache 0.0.0.0/0 map-request
 exit-service-ipv4
!
 exit-instance-id
!
 instance-id 8192
 remote-rloc-probe on-route-change
 service ethernet
 eid-table vlan 462
 database-mapping mac locator-set rloc_1abb0920-5c0b-4d7f-9483-ff801435c881
 exit-service-ethernet
!
 exit-instance-id
!
 ipv4 locator reachability minimum-mask-length 32
 ipv4 source-locator Loopback0
 exit-router-lisp

interface LISP0.4099

xTR

ARP
Request

ARP Request (for intra and inter-subnet communication)

Edge encapsulated packet in vxlan with destination VTEP 
RLOC of Border Node PETR (Proxy Egress Tunnel Router)

HTDB (database)
Mapping EID/RLOC

BGP session

VN

AS 65111

AS 65111

AS 65111

AS 65000
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